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Rol: Azure Cloud Native Architect | Consultant | 1aC e—
Speaker | Kubernetes | Automation | Security 4@ Mgsctr\gﬁble
Drive:  Innovation, Business requirements transform Piofessiona

to practical technical solutions

Hobby’s: Play Gitar, Innovations, Running, Squash s
E-mail:  d.paardenkooper@it-impressive.nl g A i
LinkedIn: www.linkedin.com/in/dinantpaardenkooper &h“;ﬁh’ .

Blog: https://dinantpaardenkooper.nl/posts/ [=] &

Rol:

Drive:

Hobby's:
E-mail:
LinkedIn:
Blog:

Jurgen Allewijn

Cloud Architect| Speaker| Cloud Native | Azure |
AWS | Kubernetes | Security

Innovation, IT transformations to achieve business
needs

3D Archery, gaming
jurgen.allewijn@luminis.eu

https://www.linkedin.com/in/jallewijn/

https://jurgenallewijn.nl
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Principles and Compliancy



X Who are we

Dagelijks besturen stadsdelen
en stadsgebied

Gebiedsgericht Werken en
Stadsbeheer
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¥ Objectives

X
X

i-domein: een modern fundament voor een digitaliserende gemeente

* Efficient use of available resources

Efficiént omgaan met Betrouwbare en veilige Duurzame Modern IT- en data Competenties voor de
beschikbare middel (digitale) di die bjj toegankelijkheiden  fundament: betrouwbaar, toekomst
de tijd zijn openbaarheidvan  veilig, gestandaardiseerd,
informatie wendbaar H 1 H H
* Reliabl d safe (d |
eliable and safe (digital) services

that are up to date.
* Modern IT and data foundation:
reliable, secure, standardized,

sustainable and agile.

* Future-proof competencies
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X IT Strategy

"Azure Cloud Native, unless..."

"SAAS, before PAAS, before IAAS"

"Only use Microsoft GA features"

"Infra as Code"
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¥ Principes and Compliancy
X
X

# __|prncpe # | Compliancy standard

CP-B1  "Business is in the driver's seat": respond quickly and focussed 1 BIO
to changing demand

CP-B2  Start small, evolve fast 2 ISOJIEC 27001:201
CP-B3  Self Service, "5 minutes work" for DevOps teams 3 SCF

CP-B4  You Build It, You Run It (You Own it) 4 SMCF

CP-P1  Adopt open internet and de facto industry standards 5 DPIA

CP-P2  Available abstraction above DIY 6 NORA

CP-P3  Autonomous and self-managing DevOps teams
CP-P4  'Best of Platform' before 'Best of Breed'

CP-P5  Design based on Cloud Native concepts

CP-P6  'Security and Service Management by Design'
CP-P7  Automate everything

CP-B = Cloud Principe - Business, CP-P = Cloud Principe — Platform
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https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/informatieveiligheid/kaders-voor-informatieveiligheid/baseline-informatiebeveiliging-overheid/
https://learn.microsoft.com/en-us/azure/compliance/offerings/offering-iso-27001
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/
https://azure.microsoft.com/en-us/resources/msm-for-azure/
https://www.autoriteitpersoonsgegevens.nl/nl/zelf-doen/data-protection-impact-assessment-dpia
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/standaardisatie-en-architectuur/nora/

' Why SharedAKS?
\

Callenge 1:
Facilitate Workload Team‘s

J

Challenge 2:
Cost, Sec and Compliancy

A 4

Challenge 3:
Technical Challenges

Business Case -O-




X Facilitate Workload teams

Work with newest technology

DevOps way of working

Centralize K8S expertise
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X Cost, Security and Compliancy
X

x Minimize costs

Secure & up to date

=v| |==

Compliancy = 1=k
7 No
Automate o:;
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X Technical Challenges

PUBLICLY

& AVAILLABLZ

>
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Plan of Action

hal e
F WO &

Architecture

Design decisions

A

End-Solution




X Architecture

X
X

Base

- Cloud Adoption Framework;

- Well Architected Framework; ,
- Haven compliant;,

- BBN2 compliant;

- Part of hub-spoke model;

- Private (AKS en ACR).

On-premises
t
Hub |
(ONS) N
" S22 [~
Privatelink gw-expressroute
Scbret
Spoke

Vnet-peered

cveo

Devopsdays 2023 | AKS unlighted, but what about Security, Cost and Multi-tenancy? |

Bestaande infrastructuur

> AKs-managed Azure Active Directory Integration

UDR Firewall traffic

Managed Identity Azure Kubernetes:
- AG Ingress Controller
- AKS Agentpool
- Azure Policy
- OMs Agent

®
Monitoring through Container Insights and
Log Analytics Workspace

Private link between AKS and other resources.

/<I \ On Prem DNS -> Conditional Forwarding -> Azure Firewall DNS ->
O Private DNS zone -> Resolved

1. Well Architected Review Security
2. https://haven.commonground.nl/

23 June 2023 | Inspark & Luminis




Design decisions

Diagnostics privatelink.blob.core.windows.net
_

x T I @ T Platform choices

DNS traffic * % Pr'!vate pNS zone ]
o Brivate connediion ‘ pnvatel|.nk,vaultcoreAazure,net -AKS Prlvate;
Virtualinetwork fink ‘o Privatolink asarecrio - Workload Separation based on Agent pools;
Azure Recursive Resolvers -Add-ons (AZU re PO“CY, CSI),
T pcure provided DS -Hardend OS (CIS benchmark);
T I N fy  leBe31906 e, -Ingress Controller (Nginx);

-Network, Application Gateway and Load Balancer;
-CNI (Azure CNI);

-Registry (ACR);
-Persistent storage (CSl driver);

i A
— 1
| = | i Azure Application | Azure Kubernetes Service
]

E .Eateway ZT .:.:. App Gateway
> Internet t :{‘ Q? Il g omrall
: Pods Controller
|

WAF Polic i
Y i o 1@ | [ -Secret management (Azure KeyVault);
Iosemmeshrowser pE—— -Logging (LogAnalytics);
Zuf-.a,s"on 2 Y 4 -Monitoring (Containerinsight);
'{}(j Ay 2y s | -Authentication and authorization (AzureAD);
g T se g andpomt | _endpant| _endpant "@ -Patching (KURED) and ClusterAutoScale enabled;
———————————————————————————————————————— | Pm—— .. _SLA (Standard);
— O ﬁn =p‘“ -Container Security (Aqua >> Defender for Cloud);
Jaure  paure ey haure ALzougreb‘ -Cost management (Azure Tags); .
Account VMY Registry  Analytics - Azure FW (AKS service tag); i ,'—‘——'
Microsoft - Workload Identity. i

Azure
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https://learn.microsoft.com/en-us/azure/architecture/example-scenario/aks-agic/aks-agic
https://learn.microsoft.com/en-us/azure/aks/integrations
https://learn.microsoft.com/en-us/azure/aks/cis-ubuntu
https://github.com/kubernetes/ingress-nginx/blob/main/charts/ingress-nginx/values.yaml
https://learn.microsoft.com/en-us/azure/aks/concepts-network
https://learn.microsoft.com/en-us/azure/application-gateway/overview
https://techcommunity.microsoft.com/t5/fasttrack-for-azure/aks-review-1-2-networking-aks-networking-amp-private/ba-p/3712278
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-intro
https://learn.microsoft.com/en-us/azure/aks/azure-disk-csi
https://learn.microsoft.com/en-us/azure/key-vault/general/overview
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics-overview
https://learn.microsoft.com/nl-nl/azure/azure-monitor/containers/container-insights-overview
https://learn.microsoft.com/en-us/azure/aks/managed-aad
https://learn.microsoft.com/en-us/azure/aks/node-updates-kured
https://learn.microsoft.com/en-us/azure/aks/cluster-autoscaler
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-containers-introduction
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json

¥ Design decisions

Policy
Domain Control ID  Control title (Azure portal)
Netwark Sccurity NS-2 Establish network scgmentation houndarics Container registries should not allow unrestricted network access

Network security NS-2 Secure cloud services with network controls Container registries should use private link
AC R . Network security NS-2 Secure cloud services with network controls Configure Container registries to disable public network access
! Netwark sceurity NS-2 Seeure cloud services with network contrals Configure Container registries with private endpoints
Network security NS-2 Secure cloud services with network controls Container registries should have SKUs that support Private Links
* C i i b i |d i S | . Network security NS-2 Secure cloud services with network controls Public network access should be disabled for Container regstries
ontainer image build via VM Scaleset; N o ; , .
Identity management IM-1 Use centralized identity and authentication system Configure container registries to disable anonymous authentication.
1SSI . Identity management M-1 Use centralized identity and authentication system Configure container registries to disable ARM audience token
* Ml ACR-Push permissions on VM Scaleset; o ek - Sk e '
Identity management -1 Use centralized identity and authentication system Configure container registries to disable local admin account.
TS . Identity management IM-1 Use centralized identity and authentication system Configure container registries to disable repository scoped access token.
* MI ACR-Pull permissions on Shared AKS; by mesep i i A ——
Ldentity management M- Use centralized identity and authentication system Container registries should have o disabled.
H . Identity management IM-1 Use centralized identity and authentication system Container registries should have ARM audience token authentication disabled.
* Baseline ACR; o
—_—— Use customer-managed key option in data at rest encryption
* Azure policies Data Protection DP-5 whea required Container registries should be encrypted with a customer managed key
_L - Data protection DP-2 Monitor anomalics and threats targeting sensitive data Container registries should have exports disabled
Privileged access PA-1 Separate and limit highly privileged/administrative users Container registries should have local admin account disabled. P
bt L J
Tdentity management . ®
M-1 Use centralized identity and authentication system Container registries should have repository scoped access taken disabled °
Logging and threat detection LTl Enable threat detection capabilities Container registry images should have vulnerabilty findings resolved 7
A K S - Policy Policy version
1 Domain Control title (Arure poeta (Gt
Network Security Sccure cloud services with actwork controls Authorized IP ranges should be defined on Kubernetes Services 201
* CIS Kubernetes benchmark: Privicgod Acces PAT Follow just crough adminsraton et privlege) rincple e B Acces ontrol (BAC] shold b used on KuerntesSeves
Data Protection DP3 Encrypt sensitive data in transit Kubermetes clusters should be accessible only over HTTPS
. Logging and Threat Detection LTI Enable threat detection capabilities Azure Kubernetes Service dusters should have Defender proile enabled
* CIS Ubuntu
* . Logzing and Threat Detection Enable threat detection for identity and sccess management Azure Kubernetes Service dusters should have Defender profile enabled 200
AZU re S ecu r|tv B enc h ma rk V3 Postare and Valnerability Management A snd eaforce secere conligarations (Priew): Eubemetes chuters shouk! sate deciovment of winesble Images 20,1 preview
Posture and Vulncrability Management PV-2  Audit and eaforce secure configurations Azure Policy Add-on for Kubes service (AKS) should be installed and enabled on your dusters 102

* Microsoft Cloud Security Benchmark;
* Baseline AKS;

* Azure Policies.

Both;
* Compliancy: BIO, SCF, SMCF, DPIA, NORA, 1SO/IEC 27001:2013

Postare and Veloerability Management
Posture and Vulnerability Management
Posture and Vulncrability Management

Posture and Vilnerability Management
[Posture and Vlnerability Management
Posture and Vuloerability Management
Posture and Vlnerability Management

Postare and Velnerability Management
Postare snd Vulnerability Management
Postare and Veloerability Management
Postare and Vulnerability Management
Posture and Vulncrability Management
Posture and Vulnerability Management
Postare and Velnerability Management
Postare and Valocrability Management
Posture and Velocrability Management
DevOps Security

Audit and eaforce secure configurations
Audit and enforce secure configarations
Audit and eaforce secure configurations

Audit and enforce secure configarations
Audit and eaforce secure configarations
Audit aexd enforce secure configurations
Audit and eaforce secure configarations

Audit and enforce secure configarations
Audit and eaforce securs configarations
Audit and eaforce secure configurations
Audit and enforce secure configarations
Audit and eaforce secure configarations
Audit and enforce secure configarations
Audit and enforce secure configarations
Audit and eaforce secure configarations

Rapidly and astomatically remodiate valserabilitics
Eaforce security of worklosd throughout DevOps lifecycle

Kubemetes cluster containers CPU and memory resource limits should not exceed the specified limits
Kubern

es cluster containers should not share ho

¢ process 1D or host IPC namespace

Kubermetes cluster containers should only use allowed AppArmor profiles

Kubermetes cluster containers should only use allowed capabilities

Kubermetes cluster contal

s should only use allowed images
Kubemetes cluster containers should run with a read only root fike system

Kubernetes cluster pod hostPath volumes should only use sllowed host paths

Kubermetes cluster pods and containers should only run with approved user and group IDs

Kubern:

cluster pods should only use approved host network and port range
Kubermetes cluster services should listen only on allowed ports
Kubey

Kubernetes clusters should disable automount

es cluster should not allow privileged containers

AP) credentials

Kubarmates clusters should not allow contalner privlege escalation
Kubermetes clusters should not grant CAP_SYS_ADMIN securlty capabilities
Kubernetes clusters should not use the default namespace

Running cor

ainer image

hould have vulnerability findings resolved

Running container imag

5 should have vulnerability findings resolved

Devopsdays 2023 | AKS unlighted, but what about Security, Cost and Multi-tenancy? |
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https://learn.microsoft.com/en-us/security/benchmark/azure/baselines/container-registry-security-baseline
https://learn.microsoft.com/en-us/azure/container-registry/policy-reference
https://learn.microsoft.com/en-us/azure/aks/cis-kubernetes
https://learn.microsoft.com/en-us/azure/aks/cis-ubuntu
https://learn.microsoft.com/en-us/security/benchmark/azure/overview-v3
https://learn.microsoft.com/en-us/security/benchmark/azure/overview
https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/containers/aks/baseline-aks
https://learn.microsoft.com/en-us/azure/aks/policy-reference
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/informatieveiligheid/kaders-voor-informatieveiligheid/baseline-informatiebeveiliging-overheid/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/
https://azure.microsoft.com/en-us/resources/msm-for-azure/
https://www.autoriteitpersoonsgegevens.nl/nl/zelf-doen/data-protection-impact-assessment-dpia
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/standaardisatie-en-architectuur/nora/
https://learn.microsoft.com/en-us/azure/compliance/offerings/offering-iso-27001

¥ End Solution

X

X

Beheer AVD
&

ACR

Workloadteam 1 Workloadteam 2 Workloadteam 3

Agentpool 1 Agentpool 2

@ Agentpool 3

Shared
Resources

.:-:- SHARED AKS CONTROL PLANE

SharedAKS Subscription - CloudOps

Devopsdays 2023 | AKS unlighted, but what about Security, Cost and Multi-tenancy? |

Workload resources

= &g O

SA Database Kv

OTAP Subscription - Workload

Provisioning
- AKS agent pool with custom VM size;
- Namespace and service account;
- Traffic flows;
- Listeners Application Gateways (AppGW) &
Certificate ingestion;
- Workload resource connections;

Workload team
- Azure DevOps project;
- Kubernetes Service Connection;
- Private Agent connection to AKS;
- Pipeline for deployment.

23 June 2023 | Inspark & Luminis




Lessons Learned

Technical




X Lessons learned

:": i
r

x Business |

- Feature Expectations;

- Costs Insights;

- DevOps Way of Work;

- Thinking “Cloud Native”.

Security

- Lots of frameworks;

- Lots of Best Practices;
- Continuous renewal.

Devopsdays 2023 | AKS unlighted, but what about Security, Cost and Multi-tenancy? | 23 June 2023 | Inspark & Luminis




X Lessons learned

X

Technical

- Default not Multi-Tenant;

- Private = Time consuming;

- Segmentation via AgentPools;
- Automate everything;

- Kubernetes is difficult.

Roadmap ACR: https://github.com/Azure/acr/projects/1
AKS blogs: https://dinantpaardenkooper.nl/posts/
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https://github.com/Azure/AKS/projects/1
https://github.com/Azure/acr/projects/1
https://dinantpaardenkooper.nl/posts/

LELGEVS

Understar!nvironment

&
a
‘ ¢

Use agentpool to divide workloads

-_—

e
Private AKS introduces complexity

Always I
B e\

"

K8S Multi-tenancy is'not a given

Reduce cost by sharing

o

Automate as much as possible

o




