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The use case

Organisation



Who are we
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<foto cruq>

Objectives

• Efficient use of available resources

• Reliable and safe (digital) services 
that are up to date.

• Modern IT and data foundation: 
reliable, secure, standardized, 
sustainable and agile.

• Future-proof competencies
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"Azure Cloud Native, unless..."

"SAAS, before PAAS, before IAAS"

"Only use Microsoft GA features"

"Infra as Code"

<foto cruq>

IT Strategy
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Principes and Compliancy

# Principe

CP-B1 "Business is in the driver’s seat": respond quickly and focussed
to changing demand

CP-B2 Start small, evolve fast

CP-B3 Self Service, "5 minutes  work" for DevOps teams

CP-B4 You Build It, You Run It (You Own it)

CP-P1 Adopt open internet and de facto industry standards

CP-P2 Available abstraction above DIY

CP-P3 Autonomous and self-managing DevOps teams

CP-P4 'Best of Platform' before 'Best of Breed'

CP-P5 Design based on Cloud Native concepts

CP-P6 'Security and Service Management by Design'

CP-P7 Automate everything

CP-B = Cloud Principe – Business, CP-P = Cloud Principe – Platform

# Compliancy standard

1 BIO

2 ISO/IEC 27001:2013

3 SCF

4 SMCF

5 DPIA

6 NORA
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https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/informatieveiligheid/kaders-voor-informatieveiligheid/baseline-informatiebeveiliging-overheid/
https://learn.microsoft.com/en-us/azure/compliance/offerings/offering-iso-27001
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/
https://azure.microsoft.com/en-us/resources/msm-for-azure/
https://www.autoriteitpersoonsgegevens.nl/nl/zelf-doen/data-protection-impact-assessment-dpia
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/standaardisatie-en-architectuur/nora/


Why SharedAKS? Business Case 

Challenge 3:
Technical Challenges



Facilitate Workload teams

Work with newest technology

DevOps way of working

Centralize K8S expertise
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Cost, Security and Compliancy

Minimize costs

Secure & up to date

Compliancy

Automate
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Technical Challenges
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Plan of Action

"... it ain’t just enabling AKS!"



Base
- Cloud Adoption Framework;
- Well Architected Framework; 1
- Haven compliant; 2

- BBN2 compliant;

- Part of hub-spoke model; 
- Private (AKS en ACR).

Architecture

1. Well Architected Review Security
2. https://haven.commonground.nl/
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Design decisions
Platform choices

-AKS Private;
- Workload Separation based on Agent pools;
-Add-ons (Azure Policy, CSI);
-Hardend OS (CIS benchmark);
-Ingress Controller (Nginx);
-Network, Application Gateway and Load Balancer;
-CNI (Azure CNI);
-Registry (ACR);
-Persistent storage (CSI driver);
-Secret management (Azure KeyVault);
-Logging (LogAnalytics);
-Monitoring (ContainerInsight);
-Authentication and authorization (AzureAD);
-Patching (KURED) and ClusterAutoScale enabled;
-SLA (Standard);
-Container Security (Aqua >> Defender for Cloud);
-Cost management (Azure Tags);
- Azure FW (AKS service tag);
- Workload Identity.
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https://learn.microsoft.com/en-us/azure/architecture/example-scenario/aks-agic/aks-agic
https://learn.microsoft.com/en-us/azure/aks/integrations
https://learn.microsoft.com/en-us/azure/aks/cis-ubuntu
https://github.com/kubernetes/ingress-nginx/blob/main/charts/ingress-nginx/values.yaml
https://learn.microsoft.com/en-us/azure/aks/concepts-network
https://learn.microsoft.com/en-us/azure/application-gateway/overview
https://techcommunity.microsoft.com/t5/fasttrack-for-azure/aks-review-1-2-networking-aks-networking-amp-private/ba-p/3712278
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-intro
https://learn.microsoft.com/en-us/azure/aks/azure-disk-csi
https://learn.microsoft.com/en-us/azure/key-vault/general/overview
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics-overview
https://learn.microsoft.com/nl-nl/azure/azure-monitor/containers/container-insights-overview
https://learn.microsoft.com/en-us/azure/aks/managed-aad
https://learn.microsoft.com/en-us/azure/aks/node-updates-kured
https://learn.microsoft.com/en-us/azure/aks/cluster-autoscaler
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-containers-introduction
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json


ACR;

* Container image build via VM Scaleset;
* MI ACR-Push permissions on VM Scaleset;
* MI ACR-Pull permissions on Shared AKS;
* Baseline ACR;
* Azure policies.

AKS;

* CIS Kubernetes benchmark;
* CIS Ubuntu;
* Azure Security Benchmark v3;
* Microsoft Cloud Security Benchmark;
* Baseline AKS;
* Azure Policies.

Both;
* Compliancy: BIO, SCF, SMCF, DPIA, NORA, ISO/IEC 27001:2013

Design decisions
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https://learn.microsoft.com/en-us/security/benchmark/azure/baselines/container-registry-security-baseline
https://learn.microsoft.com/en-us/azure/container-registry/policy-reference
https://learn.microsoft.com/en-us/azure/aks/cis-kubernetes
https://learn.microsoft.com/en-us/azure/aks/cis-ubuntu
https://learn.microsoft.com/en-us/security/benchmark/azure/overview-v3
https://learn.microsoft.com/en-us/security/benchmark/azure/overview
https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/containers/aks/baseline-aks
https://learn.microsoft.com/en-us/azure/aks/policy-reference
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/informatieveiligheid/kaders-voor-informatieveiligheid/baseline-informatiebeveiliging-overheid/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/
https://azure.microsoft.com/en-us/resources/msm-for-azure/
https://www.autoriteitpersoonsgegevens.nl/nl/zelf-doen/data-protection-impact-assessment-dpia
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/standaardisatie-en-architectuur/nora/
https://learn.microsoft.com/en-us/azure/compliance/offerings/offering-iso-27001


Provisioning
- AKS agent pool with custom VM size;
- Namespace and service account;
- Traffic flows;
- Listeners Application Gateways (AppGW) &               

Certificate ingestion;
- Workload resource connections;

Workload team
- Azure DevOps project;
- Kubernetes Service Connection;
- Private Agent connection to AKS;
- Pipeline for deployment.

End Solution
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Lessons Learned

Business

Security

Technical



Lessons learned
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Business

- Feature Expectations;
- Costs Insights;
- DevOps Way of Work;
- Thinking ”Cloud Native”.

Security
- Lots of frameworks;
- Lots of Best Practices;
- Continuous renewal. 



Lessons learned

Roadmap AKS: https://github.com/Azure/AKS/projects/1
Roadmap ACR: https://github.com/Azure/acr/projects/1
AKS blogs:         https://dinantpaardenkooper.nl/posts/
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Lots of Public

Preview

Features!

Technical

- Default not Multi-Tenant;
- Private = Time consuming;
- Segmentation via AgentPools;
- Automate everything;
- Kubernetes is difficult.

https://github.com/Azure/AKS/projects/1
https://github.com/Azure/acr/projects/1
https://dinantpaardenkooper.nl/posts/


Takeways


