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DevOps Automation
The New Way of Working

Speaker:
Dinant Paardenkooper - Architect/Consultant

Topics:

- Containerized app

- Kubernetes

- Container Security

- Container straat CI/CD
- Infra as Code
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Dinant Paardenkooper

Rol: Handson Cloud Native Solution Architect (Azure, VMWare)
Cloud Native | Kubernetes | Automation | laC | Spreker

Drive: Innoveren, Business requirements omzetten naar
praktische technische oplossingen

Hobby’s: Gitaar spelen, innoveren, hardlopen, squash

CERTIFICATE OF
COMPETENCY

E-mail: d.paardenkooper@IT-Impressive.nl

LinkedIn: www.linkedin.com/in/dinantpaardenkooper
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IT Trends

Modern Development en bijbehorende producten uit de Markt

Container App Wat is een container en hoe gaat de creatie van een containerized applicatie

Kubernetes - Wat s het en waarom is het zo populair
Security - Wat zijn de risico’s en hoe containerized applicaties te beschermen
Cl/CD - Hoe wordt de uitrol van applicaties geautomatiseerd

Infra as code

Hoe wordt de provisioning van de Kubernetes laag gerealiseerd
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IT Trends

Volgens Gartner...

Data Fabric
Cybersecurity Mesh
Privacy-Enhancing Computation
Cloud-Native Platforms
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Composable Applications
Decision Intelligence

Hyperautomation
Al Engineering

Distributed Enterprise
Total Experience
Autonomic Systems
Generative Al
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IT Trends

Composable Applications
Cl/CD

Hyperautomation
Infra As Code

Cloud-Native Platforms
Kubernetes en security
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Producten uit de markt
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Producten uit de markt
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Intro containers (docker)

Wat is een container en wat zijn de voordelen

Waarom zo interessant

Historie - 1970
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The evolution of containers

Container technology has come a long way from its chroots, starting with Google’s
exploration into cgroups and working up into widespread organizational adoption.

2004-07
Google uses containers (cgroups) at scale

MARCH 2013

Docker hits the scene:
Containerization
platform based on
Linux; integrates
natively with other
Oses: Windows, mac0S

2013 RESEARCH
30 containerization vendors vie
for users (451 RESEARCH:

NOVEMBER 2014

Canonical launches LXD:

Built on LXC with new features and
functionality

DECEMBER 2014
Core0s introduces rkt containers
as Docker alternative

APRIL 2015
CoreOs first to provide commercial
Kubernetes offering

JULY 2015
Kubemetes 1.0 released:
Google gives Kubernetes

- to Cloud Native Computing
Foundation (CNCF) for development

APRIL 2017

Portworx opens door for big data with
PX-Enterprise update; Microsoft enables
orgs to run Linux containers on Windows

JuLy 2017
Microsoft Azure Container Instances
provides container management for Linux

SEPTEMBER 2017
Rancher adopts Kubernetes
for container orchestration

2017 RESEARCH
Container market tops
$1 billion, with 125
application container
vendors (451 RESEARCH

APRIL 2018

Kubernetes adds API Aggregation,
improves support for Windows nodes and
Linux, audits API stability in 1.10 release

2018 RESEARCH
90% of infrastructure and operations
groups report testing or deploying
containers (GARTNER

JULY 2019
IBM acquires Red Hat for Red Hat Openshift
Kubernetes integration

NOV 2019
Mirantis acquires Docker Enterprise from
Docker, Inc.

2022 PREDICTION

25 Mei 2022 |

800z 100Z-400Z

€10z

vroz

110z

st0z

610z

120z 070

JANUARY 2008
cgroups merge into Linux kernel

AUGUST 2008
LXC released: Linux containers, based on
cgroups, isolate resources without a VM

OCTOBER 2013
Core0s Linux (now Container
Linux by Core0s) released

JUNE 2014
Docker 1.0 s released

A
JUNE 2014

Kubernetes project
announced: A now
widely popular open

source container orchestrator
and scheduler created by Google

JUNE 2015
Open Container Project created
AKA Open Container Initiative
(ocl): Establishes common
container standards

MARCH 2017

Pivotal integrates with Kubernetes and
Cloud Foundry, dubbed Kubo; Docker
donates containerd container runtime
to CNCF

JUNE 2017
Kubernetes adds stateful support:
Stateless apps forget session information;
stateful apps hold onto it

2017 RESEARCH
Less than 20% enterprise
container adoption @ARTNER

OCTOBER 2017
Cloud Foundry Container Runtime launches

'OCTOBER 2017

Docker adds native
Kubernetes support
alongside swarm mode

o®

NoV 2018
VMware purchases Heptio for Kubernetes
integration

JUNE 2019
Amazon EKS and Microsoft AKS become
generally available

2019 RESEARCH
95% of new applications use

containers (451 RESEARCH

In addition, containers run in production
atabout 30% of organizations—a number
expected to grow to more than 75%

by 2022 (cARTNER

2023 PREDICTION
Application container software market
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Kracht van containers

Web Server Database Messaging Orchestration . . .
A ‘ d c ‘ Container Container Container Container
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Docker

Hardware Infrastructure

Hardware Infrastructure

Traditioneel Containerized
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Containers vs VMs

Kubernetes & Docker work
together to build & run
containerized applications

55
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App App

Libs & Frameworks

Libs & Frameworks ‘
App

Virtual Machine | Virtual Machine
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Libs & Frameworks
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Traditional
Deployment
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Operating System
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Kubernetes
Deployment

Virtualized

Container
Deployment

Deployment
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Container App
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Docker Image
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Simpele Web app

Maak een directory
Maak een Dockerfile
Build Container
Docker run
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Your application

Container Running

e —

N

Create a Dockerfile

\ 4

@ Docker Run

Docker Build

&

Dockerfile

\i

@ C

Docker Image
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Simpele Web app
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Container uitdagingen .

[ [
Hoe op te lossen? - - .
! s [ [

Schalen

Beheren containerized apps

Loadbalancing y i ™\ y i Y
Storage

Security — - - -
RBAC e (e e e (B

sees BEBD

containerized apps

containerized apps
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Op en afschalen applicaties

Gestandaardiseerde uitwisselbare applicaties
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Tool selectie

il i
i 10 10 VS
il Juf
Pro’s Cons
- Azure Integrated - Azure Only
- Built in Storage, IAM - Geen Multicloud
- Doorontwikkeling hoog - Niet opensource
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LA

RANCHER
Pro’s Cons
- Opensource - Configure IAM, Storage
- Multicloud /OnPrem - Doorontwikkeling laag

- Multi integraties
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RANCHER
Pro’s Cons
- Opensource - Configure IAM, Storage
- Multicloud /OnPrem - Doorontwikkeling laag

- Multi integraties
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Docker file vs Manifest files

Uitdaging:

Leverancier Docker-compose
Omzetten tot Kubernetes

N
Kompose
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Wat zijn Manifest files?

Containers
Images
Netwerken
Secrets

Poortnummers

apiVersion: extensions/vlbetal B

kind: Ingress
metadata:
name: my-shop-backend-ingress
lables:
app: my-shop
system: backend
spec:
rules:
- http:
host: api.my-shop.com
paths:
- path: /my-shop
backend:
serviceName: my-shop-backend
servicePort: 80

N
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apiVersion: vl [i>>
kind: Service

metadata:
name: my-shop-backend
lables:
app: my-shop
system: backend
spec:
type: ClusterIP
selector:
app: my-shop
system: backend
ports:
- port: 80
targetPort: 9376
protocol: TCP
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Wat zijn Manifest files?
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Kubernetes Security




Welke Risico’s

Type Risico’s

- Container image;

- Container Registry;

- Kubernetes orchestratie laag;
- Container (runtime);

- Operating System Kubernetes Nodes;
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Welke Risico’s

Container image risico’s

Vulnerabilities (CVE’s);
Configuration defects;
Embedded malware;
Embedded clear text secrets;

Untrusted images.

Mitigerende maatregelen

Agua can scan during build time (integration with Azure DevOps);

Aqua can scan your Azure Container Registry;

Aqua scans images on AKS hosts;

Each image is scanned for vulnerabilities both in its OS packages and

development language files.
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Container Registry van risico’s Mitigerende maatregelen

- Insecure connections; =
- Stale images; &
- Insufficient authentication

and authorization restrictions. -

Only allow images from specific (trusted) container registries;

Allows daily scans of images to alert on out-of-date vulnerable packages,
base-images and versions;

Allows the admin to define stale images via custom checks and block them
from running;

Can integrate automated scans into your Cl processes to ensure only
authorized images can be used.
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Kubernetes Orchestratie risico’s
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Unbounded administrative access;
Unauthorized access;

Poorly inter-container connectivity;
Mixing of workload sensitivity levels;
Node trust.

Mitigerende maatregelen

Audit logging;

Set and enforce user access policies to container resources;
Monitor user access, blocks, alerts unauthorized access attempts;
Container Firewall limits network connectivity between workloads;

Host integrity checks, including vulnerability scan, malware
and CIS test to ensure nodes are secured.
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Container risico’s

- Vulnerabilities within runtime software;

- Unbounded network access from containers;

- Insecure container runtime configuration;

- Application vulnerabilities.

Mitigerende maatregelen
- Threat mitigation defenses detect and prevent port scanning;

- Threat mitigation defenses to detect and prevent connections
to IP addresses with poor reputation;

- Real-time audit events on policy violations, report to SIEM tooling;
- Check for configuration drift;

- Block non-compliant images

- Block/allow certain executables;

- Prevent certain volumes to be mounted in a container;

- Manage and enforce seccomp profiles to unwanted syscalls;

- Log all container events.
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Operating system risico’s
- Attack surface;

- Shared kernel;

- Host OS component vulnerabilities;
- Improper user access rights;

- Host file system tampering.

Mitigerende maatregelen

Scans host for vulnerabilities and malware against the Center for Internet
Security (CIS) benchmarks (Docker, K8s);

Logs user login and logout events on the host, including invocation of sudo
programs;

Scans hosts for configuration issues per the CIS Docker Benchmark;
Restrict containers from specific mounting volumes or from writing into
specific volumes or directories.
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Tool selectie

&) sysdig VS

Pro’s Cons

- Azure Integrated - Azure Only

- Built in Storage, IAM - Geen Multicloud
- Doorontwikkeling hoog - Niet opensource
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( Taqua

Pro’s Cons
- Opensource - Configure IAM, Storage
- Multicloud /OnPrem - Doorontwikkeling laag

- Multi integraties
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Tool selectie

Pro’s

- Forensics
- Investigation
- Doorontwikkeling

&) sysdig

Cons

- AWS/Google Focussed
- Meer focus op Cloud
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VS

( Taqua

Pro’s Cons

- More scan capabilities - Doorontwikkeling laag
- Multicloud /OnPrem

- Multi integraties
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Tool selectie
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Versiebeheer en audit trails

Code opslag collaboratie mogelijkheden
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Tool selectie

®
Azure
g DevOps VS 2 5

GitHub Actions

Pro’s Cons Pro’s Cons
- Gates - non - Opensource - Self-hosted agents only

- Stages defined in Yaml
- Also On-prem build agents
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Tool selectie

g Dezz\/lggs VS

Pro’s Cons

- Gates - non
- Stages defined in Yaml
- Also On-prem build agents
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GitHub Actions

Pro’s
- Opensource

Cons
- Self-hosted agents only
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Simpele CI/CD pipeline

Azure DevOps

Code opslag vanuit Github
Azure Pipeline ‘ !1 :’ — q — ﬂ + .@.
Deploy een resource

GitHub Repo Azu:; P-I:qllne Az;:';e':ipellme
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Simpele CI/CD pipeline
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Infrastructure as Code

Provisioning de infra
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Versiebeheer en audit trails

Proof of Concepts
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Tool selectie

‘ . HashiCorp
[ ] 4 VS ¥ Terraform
V4
Pro’s Cons Pro’s Cons
- Dichtst bij Azure - Geen delete/destroy - Cloud agnostisch - State File
- Geen State File - Azure specifiek - Multi Provider plugins - Geen Preview features
- Preview features - Json format - Delete/Destroy - HCL format
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Tool selectie

‘ . HashiCorp
[ :l 4 VS ¥ Terraform
Pro’s Cons Pro’s Cons
- Dichtst bij Azure - Geen delete/destroy - Cloud agnostisch - State File
- Geen State File _ Azure specifiek - Multi Provider plugins - Geen Preview features
- Preview features - Json format - Delete/Destroy - HCL format
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Uitrol AKS cluster

Resource groep
LoadBalancer
AKS cluster
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Uitrol AKS cluster
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Take aways
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Begin klein Herhaling? Automatiseer

I A P~y

Kies een usecase & Build & Test

Toegevoegde waarde zien 3 » Gewoon doen!
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Next Time....

—_e. i‘- -
; ~:-’ l"' "-“

Workshop Apps bouwen
- [ -

!E!;,‘; Workshop Azure Pipelines

— ——

Worskhop IaC met Terraform
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Thanks for your attention
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